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ABSTRACT

KEYWORDS

The subject of the paper is an original model of a tunable optical random number generator. The purpose of the article is to analyse the possibilities
of using the proposed model to ensure the protection of the control signals in the projected telecommunication management system of the robotised
agro-industrial complex of the Republic of South Ossetia.

The research was carried out by methods of mathematical and information-logical modeling. The main results of the study are the information-logical
model of the hardware implementation prototype, the descriptive mathematical model of its functioning and the obtained dependences of the quantita-
tive characteristics of the generated random numbers statistical distributions on the main control parameter of the experimental setup.

These results can be used in the design and the operation of the remote production facilities monitoring and management telecommunication
systems’ components. The possibilities of prototype creating and functioning were demonstrated by visualising the schematic chart of the exper-
imental equipment and by the quantitative estimates of “one” and “zero” signals observation probabilities under the different polarisation rotator
orientations relative to the plane of the optical signals detecting system.

Digital transformation risks, information security, optoinformatics, random number generator, laser, polarisation, statistical distribution, South
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AHHOTAUWA

IIpenmerom nccieoBaHMs IPEICTaBICHHON HAYYHOH PabOTHI SIBISIETCSI OPHTHHAIIBHASL MOJIEI b HACTPAHBAEMOTO ONITUYECKOTO TeHepaTopa CIIyJaitHbIX
yncen. L{enb cTatby — aHATH3 BO3MOKHOCTEH HCTIOIB30BAHHS TIPE/UIOKCHHOI MOJICIH C LIEIbI0 00CCIICYCHHMS 3aILUThI YIPABIISIOLINX CHTHAJIOB B IPO-
EKTHPYEMOH CHCTEME TeJIEKOMMYHHKAIIMOHHOTO YIPaBJIeHHs! POOOTH3UPOBAHHBIM ar pOIPOMBIILICHHBIM KoMILIEKcoM B PecryOmuke FOxxHas Ocerwsi.

B uccnenoBanuy HCIONB30BaINCh METOIBI MATEMATHIECKOTO M HH()OPMALMOHHO-TTIOTTIECKOr0 MOEIHPOBaHUsL. OCHOBHBIME Pe3yIbTaTaMi UCCIIEI0-
BAHUS SIBISIFOTCS CO3/[aHIE MH(OPMAIIMOHHO-TIOTMYECKON MOJIEN TIPOTOTHUIIA AIIAPATHON Pean3aliuy, OMMCaTeIbHON MaTeMaTHYECKOil MOJICIH €ro
(DyHKIIMOHNPOBAHMSI U IOy YCHHBIE 3aBHCHMOCTH KOJIMYECTBEHHBIX XapaKTePUCTUK CTATHCTUYECKUX PACIIPE/ICNICHNH TeHEPHPYEMBIX CITyJaitHbIX YUCesT
OT OCHOBHOTO yHPABJISIOIIET0 TapaMeTpa SKCIICPUMEHTAIbHOH YCTaHOBKH.

TTosyueHHble pe3yabTaThl MOIYT UCIIOIb30BATHCS B IIPOLIECCE POSKTUPOBAHMS U IKCIUTyaTaA[Md KOMIIOHEHTOB TEJIEKOMMYHUKALIMOHHBIX CUCTEM
MOHUTOPHHTIA U YIIPaBICHHS yIaJeHHBIMH IPOU3BOJCTBEHHBIMU 00bEKTaMH. Bo3MOXKHOCTH co31aHuUs B (PYyHKIHOHUPOBAHHS IPOTOTHIIA JAHHEIX
CHCTEM IIPOIEMOHCTPUPOBAHBI BU3yalIN3al[HeH IPUHIHUITHAIBHON CXEMbI SKCIIEPHMEHTAILHOTO 000PYAOBaHHUS M KOMUUECTBEHHBIMU OLICHKAMH
BEPOSTHOCTEIT HAOIIOICHNS CHIHAJIOB «OJIMH» U «HOJIbY MPU PA3NHYHBIX OPUCHTALMAX MOJISIPU3ALMOHHOTO POTATOPa OTHOCHTEINBHO MIOCKOCTH
CHCTEMBI IETEKTUPOBAHUS ONITUYECKUX CUTHAJIOB.
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INTRODUCTION

Motivation

The issues of reliable security of the information and communication processes and systems are receiving the
increasing attention with the beginning of the global campaign for comprehensive computerisation and digitali-
sation of industrial and social-economy spheres all over the world [Alcacer, Cruz-Machado, 2019; Frolova et al.,
2018; Kamolov, 2017]. The unique economic conditions have developed in the Republic of South Ossetia as a re-
sult of a number of well-known historical and political processes. They allow to form (not “to rebuild”) the high-
tech sectors in main segments of the region economy. But the additional risks of high degree informatisation in in-
dustry and agriculture should be taken into account [Djioeva et al., 2019; Dzhioeva et al., 2018; Dzhioeva & Te-
hov, 2017]. We propose to use the encryption of control signals using a two-component digital key formed by the
developed model of a controlled optical random number generator as a reliable way to increase the degree of infor-
mation protection in the designed specialised telecommunication networks intended for the remote control of the
robotised agricultural production [Rytikov, 2007; Morozova et al., 2014; Iskhakov et al., 2008].

Review

The random (and pseudo-random) numbers are those that can be considered as the realisation of some
random variable. We usually mean the realisations of a random variable uniformly distributed over the inter-
val (0,1). A random number can be defined as a set of random digits. And a random digit in the n-digit number
system is the result of an abstract experiment with n equally probable outcomes (each of the outcomes corre-
sponds to one of the n digits). Such experiments are assumed to be statistically independent [Soshnikov, 2000;
Breiman, 2011; Noh & Rieger, 2004].

The random numbers are used as auxiliary elements in the implementation of some algorithms in computing.
In cryptography, they are used when generating secret messages as a key body or as the elements that allow key
calculating. In some cases (for example, in computational algorithms such as the Monte-Carlo techniques), it is suf-
ficient to use pseudorandom numbers. Pseudorandom numbers, unlike random ones, form a sequence, each subse-
quent member of which can be calculated if the previous ones are known. But, in cryptography, it is important that
each subsequent random number is as little as possible related to the previous ones. However, the use of pseudor-
andom numbers is also practically possible if the calculating of the next member of a sequence of numbers is as-
sociated with the insurmountable computational difficulties [Hastings 1970; Binder, 1997; Sobol, 1998; Sobol,
Levitan, 1998; Maaranen et al., 2004; Barash & Shchur, 2011; Vadhan, 2011].

Let’s suppose that it is necessary to generate a sequence of 1024 random bits. Assuming that 8 bits are enough
for binary encoding of one character, we get that with the help of such a key it is possible to encode a text with
a length of about 100 characters. Such “telegraphic” messages can be used both for transmitting information from
a distributed system of sensors and detectors to server equipment and for transferring the control signals to the ac-
tuators [Yang et al., 1998; Liu et al., 2002; Yu et al., 2017].

The direct interception of one such message does not allow an attacker to establish either the content of the
message or the nature of the statistical distribution of generated random numbers. However, the interception of a se-
ries of such messages already makes it possible to determine with some probability the functional characteristics
of the random number generator (RNG), since the parameters of the statistical probability distribution of observ-
ing zeros and ones are determined precisely by the properties of the RNG and not by the features of the message
language. Consequently, the use of random number generators characterised by stationary statistical distributions
with fixed parameters makes it possible for an attacker to gradually obtain and accumulate additional information
about the control system. Ultimately, he can, based on the studied statistics, begin to generate meaningless or even
false malicious control signals that will either disable the production system or force it to function with technology
violations, as a result of which the manufactured products will acquire a poorly predictable list of negative prop-
erties for the end user. Thus, in order to ensure the reliability of the transmitted control signals, it is necessary that
the distribution changes every time, and the sender and the addressee at any given time must have the same imple-
mentations of a dynamically changing random key [Nyberg, 1994; Boneh & Lipton, 1996; Baptista, 1998; Foulkes
et al., 2001; Gisin et al., 2002; Kim & Lebedev, 2004; Myasnikov & Roman’Kov, 2015].
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At the moment, there is quite a large number of prototypes of physical random number generators and
an incalculable number of implementations of computational pseudo-random number generators. Both have their
own advantages and disadvantages. Various computational methods are used to generate pseudorandom numbers.
Their main disadvantage for cryptographic applications is actually pseudo-randomness. Their main advantage is the
convenience of managing distribution parameters which is initially embedded in the computational algorithms [Phil-
lips et al., 2011; Demchik, 2011; Barash & Shchur, 2014].

To synthesise a sequence of random digits the classical and the quantum random number generators are
often used. The classical generators use classical physical processes, for example, electronic device noise or ther-
mal noise. Therefore, in principle, they are advanced pseudo-random number generators. Although the current
level of computer technology development does not allow to describe the dynamics of such processes in a deter-
ministic way, nevertheless, in principle, the classical processes are recognised as deterministic, and, therefore, are
not truly random. In addition, in contrast to pseudo-random number generators, it is difficult or fundamentally im-
possible to control the distribution parameters for classical random number generators [Fill, 1998; Srinivasan et al.,
2003; Manssen et al., 2012].

The quantum generators of truly random numbers use quantum physical processes, for example, the decay
of radioactive elements or the probabilistic nature of the interaction of a photon with a beam splitter. Such process-
es are recognised as “truly random” and not subject to complete determination as satisfying the Heisenberg uncer-
tainty relation. It is also quite difficult to control the distribution parameters for quantum generators of truly ran-
dom numbers [Steane, 1998; Jennewein et al., 2000; First et al., 2010].

We propose to combine the best qualities of random and pseudorandom number generators. It is necessary
to modify the type of generators of truly random numbers in such a way that the parameters of the probability distri-
bution obtained as a result of the generator operation can vary within certain limits at the request of the system user.

MAIN SECTION
Theory and methods

Let’s form a mathematical model that characterises a random number generator. Consider a random number
with a length of N binary registers. Denote p, the probability that the digit “0” will is written in the i-th register
of the random number. Then ¢, = (1 — p) is the probability of the digit “1” is written in this register. By the way,
we can call “pseudorandom” those numbers for which the probability p, = F (i, p,_, p,,, -..) depends at least on the
register number and may also depend on the values that are written in previous registers. The probability p, for the
“truly” random numbers is a constant: p, = p = const.

It is obvious that the probability of observing zeros and ones in the binary number under consideration will
be described by a binomial distribution [Hartley & Fitch, 1951; Tarone, 1979; Wood et al., 2016]:

Plk)=Cp " =C'p (1-p)"™". (1)

Thus, by changing only one parameter (the probability of observing a random digit), it is possible to control
the main parameters (maximum value and width) of the entire probability distribution that characterise the random
number generator.

Now let’s form an information-logical model of a prototype of an experimental setup allowing the exchange
of secret messages and using an optical random number generator to dynamically create a secret key (see figure 1).

Under the optical implementation of the information processes it is convenient to encode “zeros” and “ones”
by the polarisation state of light pulses of the coherent (laser) light. If the polarisation plane of linearly polarised
laser light coincides with one of the proper (so-called “basis”) directions of the polarisation beam splitter (PBS),
then almost all photons will fall into only one detector (for example, D1). So the probability of observing one
type of random digits will be close to one, and the distribution (1) will take the form of the Dirac function with
a) a width determined by the degree of linearity of the polarisation of the incident light and the quality of the po-
larisation beam splitter and b) a height determined by the requirements of the normalisation and the information-
logical meaning of the “probability” concept:
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Compiled by the authors on the materials of the study

Figure 1. An experimental setup diagram that allows the secret messages exchanging using an optical random
number generator to create a secret key

P (k)=C)1*0"™* = 5(N). 2)

If the plane of the coherent light polarisation is oriented at the angle of n/4 to the basic directions of PBS,
then, since each photon truly randomly (p, = p = 0,5) “chooses” the direction in which it “passes” through the beam
splitter, the distribution takes the form:

P, (k)=C}o0,5%0,5""* =C0,5" 3)

Thus, by changing the angle of rotation of the plane of the coherent light polarisation relative to the intrin-
sic basis of the polarisation beam splitter, it is possible to influence the parameters of probability distributions that
characterise the optoinformatic devices under consideration.

The sender and the recipient must first get a shared secret key to transmit a secret message. The correspond-
ing measurements of the photocurrent in the detectors are made at the time points set by the synchroniser. In case
of weak light fields (about one photon per measurement time) the measurement results of the receiver and sender
are anticorrelated. Thus, for N measurements, the participants of the information exchange get two chains of ran-
dom binary digits anticorrelated with each other. One of the participants inverts the received random number, as
a result of which the identical secret key is formed. The elimination of the information losses caused by photon ab-
sorption in optical paths can be achieved through the use of error correction protocols. Next, the information is en-
coded and the encoded message is forwarded via an Internet-type channel.

RESULTS AND DISCUSSION
In in the general case the distribution takes the form:

P(k)=C) -(cosp)* -(sin o)V (4)

where ¢ is the angle between the light polarisation plane and one of the axes of the proper basis of the polarisa-
tion beam splitter.

Figure 2 shows the distributions of the number of units in a message of 1024 bits at different values
of the probability of “one”-observing.
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Figure 2. The distributions of the number of units in a message of 1024 bits
at different values of the probability of “one”-observing

It is possible to set a “floating” distribution of the number of “ones” and “zeros” turning the rotator in an ar-
bitrary way (using a classical pseudorandom number generator).

CONCLUSION

It seems likely that the above model of a tunable random number generator can find some application even
in quantum computer science and quantum cryptography. For example, some algorithms of “quantum hacking” use
the so-called “oracle”, the implementation of which can be a random number generator. “Tunability” will allow
analogically selecting distribution forms that correspond to specific implementations of random number generators
used by participants in the process of secret information exchanging.
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